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Abstract
Browser extensions are widely used for extending browser func-
tionality, but they also introduce a security-critical attack surface.
To support capabilities such as content modification and ad block-
ing, browsers expose a rich set of privileged APIs to extensions.
These APIs form a bridge between potentially untrusted extension
code and privileged browser subsystems, so implementation flaws
can allow malicious extensions to violate browser security bound-
aries and escalate privileges. However, whereas prior research has
primarily focused on detecting malicious extensions or analyzing
flaws in extension architectures, vulnerabilities in the browser’s own
implementation of extension APIs remain largely unexplored.

In this paper, we present TriChord, a fuzzing framework specif-
ically designed to detect browser vulnerabilities in extension API
implementations. Our key insight is that, although extension APIs
are routinely exercised for benign use cases, subtle vulnerabilities
can emerge when they interact with core browser subsystems, co-
existing extensions, and user-driven events. TriChord systemat-
ically explores this surface by generating subsystem-oriented ex-
tension API sequences and coordinating their execution across iso-
lated extensions, privileged browser subsystems, and simulated user
actions. This extension-orientedworkflow constructs browser states
that the existing browser fuzzers do not exercise. By evaluating on
multiple versions of Chromium, the open-source base of Chrome,
TriChord identified 28 previously unknown security bugs, of which
10 were confirmed by Google and 8 were assigned CVEs, resulting
in $73,000 in bug bounty rewards. Moreover, TriChord outper-
forms existing browser fuzzers in vulnerability discovery, and its
code coverage subsumes the baselines’ coverage while additionally
reaching extension-driven code they do not cover, highlighting the
need for specialized security testing of privileged extension APIs.
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1 Introduction
Extensions are widely adopted for extending the functionality of
modern browsers [9, 32, 34, 52]. The ChromeWeb Store [20] alone
hosts more than 170,000 extensions [10], serving hundreds of mil-
lions of users [57]. These extensions enable powerful features such
as ad blocking, password management, automation, and privacy
protection. To support such functionality, browsers expose privi-
leged extension APIs [8] that provide access to internal browser
features unavailable to ordinary web applications. As shown in
Figure 1 in §2, these APIs form a bridge between isolated exten-
sion processes and core browser subsystems, including tab man-
agement, task management [38], networking, and storage.

To ensure security while enabling these capabilities, modern
browsers adopt a strict multi-process architecture [5] and sandbox-
ing techniques [11]. Extensions execute in dedicated processes and
interact with privileged browser subsystems only through well-
defined APIs [8]. This design helps preserve security boundaries,
but it also turns extension APIs into a security-critical interface be-
tween potentially untrusted extension code and privileged browser
logic. Consequently, flaws in extension API implementations can
allow malicious extensions to violate browser security boundaries,
escalate privileges, or even contribute to sandbox escapes.

The security of browser extensions has long attracted research
attention. Most prior work falls into two categories. The first stud-
ies malicious or privacy-invasive extensions [6, 26, 39, 53], focus-
ing on malicious code detection, privacy violations, and mitigation
strategies. The second analyzes architectural flaws in extension
systems [7, 29, 56], such as permission abuse, privilege escalation,
and isolation failures. However, both lines of work primarily exam-
ine extensions’ own logic or manifest settings, rather than vulner-
abilities in the browser’s own implementation of extension APIs
and their interactions with browser subsystems.

In parallel, browser fuzzing hasmade substantial progress. State-
of-the-art fuzzers [19, 55, 60] are effective at finding bugs in web
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APIs [33], JavaScript engines, and other browser-facing compo-
nents. Yet these tools are not designed to exercise extension APIs
effectively. Testing extension APIs requires valid extension con-
texts, correctly structured CRX packages [16, 48], appropriate man-
ifest configurations, and interactions with privileged browser com-
ponents. As a result, the attack surface exposed by extension APIs,
especially the boundary between extensions and browser subsys-
tems, remains insufficiently explored.

Vulnerabilities in extensionAPIs or privileged browser processes
can have serious consequences, including privilege escalation, browser
compromise, and sandbox escapes. Despite the severity of this threat,
security issues arising at the interface between extensions and browser
internals remain under-studied. Even recent work such as Moreno
et al. [35] focuses primarily onAPImisuse in debugging and developer-
facing settings, rather than on implementation vulnerabilities in
browser processes themselves. This leaves a clear gap: the lack
of specialized security testing that targets extension APIs together
with their deeper interactions with browser internals. In particular,
fuzzing extension APIs imposes a combination of target-specific re-
quirements that existing browser fuzzers do not handle [19, 55, 60]:

• Extension-specific reachability: Extension API handlers can-
not be reached from ordinary web pages alone. Tests must
run as installed extensions with valid manifests and execu-
tion contexts before their calls are dispatched to privileged
browser-process handlers [16, 48].

• Subsystem-oriented state construction: Related statemutations
span API namespaces and auxiliary operations. Exercising
one privileged subsystem therefore requires combiningAPIs
according to the browser state they jointly affect, rather than
merely producing type-correct calls within one namespace.

• Multi-principal execution:Vulnerability-triggering states can
depend on several isolated extensions acting on a shared
browser subsystem while user-driven lifecycle events occur.
A useful harness must coordinate these actors rather than
execute a call sequence in a single page or process.

We do not claim that multi-file packaging, permission declara-
tion, API dependencies, or event-driven execution are individually
new fuzzing problems. The distinguishing challenge is their inte-
gration into an extension-oriented workflow that constructs privi-
leged browser states jointly influenced by multiple isolated exten-
sions and user actions. Existing browser fuzzers evaluated [19, 55,
60] later in this work do not instantiate these states: our cover-
age analysis shows that TriChord subsumes 89.7% of their com-
bined coverage on shared browser-process code while reaching
6,053 extension-handler lines that none of them exercises (§5.2).

In this paper, we present TriChord, the first dedicated fuzzing
framework for discovering vulnerabilities in browser extensionAPI
implementations and their interactions with core browser subsys-
tems. TriChord addresses the above challenges by: ① generating
subsystem-oriented API sequences that combine cross-namespace
operations affecting the same privileged browser state; ② coordi-
nating multiple isolated test extensions with simulated user and
lifecycle events to expose state interactions that single-context fuzzing
misses; and ③ automating the end-to-end workflow from valid
test generation and installation through execution and crash col-
lection.
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Figure 1: Extension Architecture in Chromium.

Our evaluation demonstrates the practical impact of TriChord.
Across fourmajor Chromiumversions, TriChord consistently out-
performs state-of-the-art browser fuzzers, including Domato [19],
FreeDom [55], and Minerva [60], in both vulnerability discovery
and code coverage. Compared to these baselines, TriChord achieves
up to 36.24% higher region coverage and 28.09% higher function
coverage on the privileged browser codebase, and uncovers 28 pre-
viously unknown security bugs across multiple browser subsys-
tems and extension interfaces. Our ablation study further shows
that coordinated multi-extension orchestration and event-driven
user interaction simulation are essential for triggering complex
vulnerabilities missed by traditional fuzzers. These results under-
score the need for specialized, extension-oriented security testing
of privileged browser APIs.
Contributions. To summarize, we make the following contribu-
tions in this paper:

• We identify the browser-side implementation of privileged
extension APIs as an under-tested attack surface and con-
duct the first systematic fuzzing study of this surface.

• We design, implement, and release TriChord, a framework
that combines subsystem-guided state construction with co-
ordinated multi-extension and user-event orchestration.

• We show empirically that this design subsumes 89.7% of the
baselines’ combined coverage on shared browser-process
code, reaches 6,053 extension-handler lines absent from all
baselines, and uncovers 28 previously unknown Chromium
vulnerabilities, including 10 confirmed byGoogle, 8 assigned
CVEs, and $73,000 in bug bounty rewards.

2 Background
2.1 Browser Extensions
Browser extensions are software modules that customize and
extend browser functionality beyond the original browser distri-
bution. Within the browser’s multi-process architecture, they oc-
cupy a privileged position between ordinary web content and the
browser’s privileged process. As a result, a single extension can
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influence multiple renderer processes; for example, an ad blocker
may apply filtering rules across all open tabs. Conversely, a single
webpage may be affected by multiple concurrently running exten-
sions that inject scripts, intercept network requests, or manipulate
the DOM.

An extension is itself a composite application composed of sev-
eral component types with distinct responsibilities and security
contexts, as illustrated in Figure 1:

• Manifest [24]: A JSON configuration file that defines the
extension’s permissions, scripts, and other metadata such
as icons and background behavior.
• Content scripts: JavaScript files that execute in web pages
and can observe or manipulate the DOM. They have lim-
ited access to extension APIs and typically rely on explicit
message passing to request privileged operations from the
background context.
• Background scripts: The core logic of the extension, im-
plemented as either a persistent background page (Manifest
V2) or a service worker (Manifest V3). It can access the full
set of extension APIs permitted by the manifest and coor-
dinates extension-wide activities such as handling browser
events, maintaining state, and communicating with other
components, while remaining isolated from direct DOM ac-
cess.
• UI components: Interactive surfaces such as popup win-
dows, options pages, and sidebars through which users con-
figure or control the extension.

Major browsers, including Chrome1, Firefox, Edge, and Safari,
follow theWebExtensions [49]modelmaintained by theW3CCom-
munity Group. This model originated from Chrome’s extension
system and now enables developers to port extensions across browsers
with relativelyminormodifications. Table 1 compares themajor ex-
tension ecosystems and shows Chrome’s dominance in both mar-
ket share and ecosystem size [10]. Chrome accounts for over 67% [46]
of the browser market and hosts more than 170,000 extensions, far
surpassing Firefox and Edge in both metrics. This scale is a key
reason why we focus our study on Chrome-compatible extensions
and their security implications.

2.2 Subsystems and Extension APIs
As shown in Figure 1, the browser process grants extensions ad-
vanced capabilities through a rich set of extension APIs, which pro-
vide controlled access to internal subsystems. These subsystems
are organized by functionality and partitioned for permission isola-
tion. Examples include the tab subsystem, which manages tab cre-
ation and rearrangement; the web request subsystem, which han-
dles network observation and modification; and the DevTools sub-
system, which supports debugging and analysis. To preserve iso-
lation, each extension typically runs in its own renderer process,
which appears in the browser task manager as “Extension: Name”.

1Chromium is an open-source browser project that serves as the foundation for
Google Chrome and numerous other browsers [12]. The research targets examined
in this work, extensions and privileged browser processes, are directly applicable to
Chrome. Although Google Chrome incorporates proprietary features [12] in addition
to the open-source Chromium base, both platforms share the same extension API
architecture.

Table 1: Comparing Major Browser Extension Ecosystems.

Chrome Firefox Edge

Market Share 67.94% 2.45% 5.07%
# Extensions 176,465 50,954 26,150
# Extension APIs ≈ 560 ≈ 370 ≈ 470

This process separation improves both security and lifecycle man-
agement.
ExtensionAPIs are browser-exposed functions and events that al-
low extensions to access and manipulate browser features through
JavaScript. They are organized into namespaces such as chrome.t
abs and chrome.bookmarks, each containing related methods and
events.When an extension script invokes an API such as chrome.t
abs.create, the browser first checks whether the required permis-
sion is declared in the extension’s manifest. The invocation is then
translated into an inter-process communication (IPC) message car-
rying the API name and parameters from the extension process
to the browser process. Inside the browser process, the extension
host receives this IPC message and dispatches it to the appropriate
subsystem, such as the tab manager. After the requested operation
completes, the browser process returns the result via IPC, and the
extension script receives it through a callback or event handler.
Example. A simple example is opening a new browser tab. The
extension code might call:
chrome.tabs.create(

{url: "https://www.example.com"},
function(tab) {

console.log("Created tab:", tab.id);
}

);

This call triggers an IPC message to the browser process, which
creates the new tab and returns its details to the extension via the
callback. In this way, extensions interact with browser internals
through permission-controlled and isolated interfaces, while sensi-
tive operations remain confined to the privileged browser process.

Nevertheless, extensions hold substantially higher privileges than
ordinary web content. To enable advanced functionality, browsers
must expose sensitive capabilities such as tab management, net-
work interception, and access to user data through extension APIs.
Even with permission checks and process isolation, these APIs still
form a controlled bridge from extension code to privileged browser
internals. This necessary exposure enlarges the attack surface: im-
plementation bugs, isolation failures, or subtle permission-enforcement
flaws may be exploitable by malicious or compromised extensions
to escalate privileges or escape browser sandboxes. Extensions there-
fore constitute an important attack vector against core browser secu-
rity guarantees.

3 Design
Building on the extension architecture and attack surface described
in §2, we now present the design of TriChord. TriChord is a
subsystem-oriented fuzzing framework that targets vulnerabilities
in browser-side extension API implementations and their interac-
tions with privileged browser subsystems. Its design is guided by
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Figure 2: An overview of the subsystem-oriented extension
generation and fuzzing processes in TriChord.

three requirements: generating valid extension contexts, steering
exploration toward security-critical browser subsystems, and ex-
ercising behaviors that arise only under realistic multi-extension
and user-driven scenarios.

3.1 Overview
The overall architecture of TriChord is shown in Figure 2. At
a high level, TriChord combines subsystem-oriented extension
generation with coordinated runtime orchestration to drive privi-
leged browser code through extension APIs. Its workflow consists
of three main components, followed by an assembly step that turns
these components into executable test extensions.

The first component (§3.3) uses two manually designed exten-
sion templates and a hierarchical API tree automatically extracted
from Chromium schemas, providing the structural foundation for
test generation.

The second component (§3.4) consumes a one-time, manually
curated API-to-subsystem map. During fuzzing, TriChord auto-
matically uses this map to group related APIs and target specific
browser functionality.

The third component (§3.5) drives runtime exploration. It coor-
dinates multiple generated extensions through event dispatching,
message passing, and shared-resource contention, while also sim-
ulating user interactions to trigger behaviors that depend on real-
istic execution contexts inside the privileged browser process.

These components come together in the subsystem-oriented ex-
tension generation process described in §3.2, which assembles subsystem-
relevant API sequences into concrete extensions ready for fuzzing.

The distinguishing role of this design is not API dependency
handling alone. The subsystem organization directs independently
generated extensions toward the same privileged browser state,
while orchestration combines their actions with browser and user-
driven lifecycle events. The resulting unit of exploration is there-
fore a multi-principal browser state, rather than an API sequence
executed within a single page or harness.

The remainder of this section details each component in turn.

3.2 Subsystem-Oriented Extension Generation
This subsection introduces the overall process of how TriChord
assembles concrete test extensions from subsystem-relevant APIs.

Algorithm 1: Subsystem-Oriented Extension Generation
Input: API tree 𝑇 , Subsystem Classification 𝑆 , Extension

Templates {TemplateA, TemplateB}
Output: Set of test extensions 𝐸

1 Procedure GenerateExtensions(𝑇, 𝑆)
2 Select target subsystem 𝑠 from 𝑆 ;
3 Identify related APIs

𝑅 = {𝑎𝑝𝑖 | 𝑎𝑝𝑖 ∈ 𝑆 and api relates to subsystem 𝑠};
4 Initialize 𝐶 ← ∅ ; // Empty set of API calls

5 for 𝑖 = 1 to 𝑘 do
; // Generate 𝑘 different API calls

6 Select 𝑎𝑝𝑖 ∈ 𝑅;
7 Parse parameter types from 𝑇 for selected 𝑎𝑝𝑖;
8 Generate valid parameter values according to 𝑇 ;
9 𝑐𝑎𝑙𝑙 ← Instantiate 𝑎𝑝𝑖 with generated parameters;

10 Add 𝑐𝑎𝑙𝑙 to 𝐶 ;
11 end
12 Initialize 𝐸 ← ∅ ; // Empty set of extensions

13 Select appropriate template from {TemplateA,
TemplateB};

14 Place API calls 𝐶 into placeholder interfaces in the
selected template;

15 Add assembled extension to 𝐸;
16 return 𝐸;

The key idea is to combine the structural constraints encoded in
the extension templates and the API tree (§3.3) with the subsystem-
level API relationships identified in §3.4. By doing so, TriChord
generates extensions that are both syntactically valid and seman-
tically focused on a target browser subsystem.

Algorithm 1 summarizes the extension assembly process in Tri-
Chord. The procedure first selects a target subsystem and retrieves
the set of APIs associated with that subsystem according to the
mapping described in §3.4 (lines 1–3). This step narrows genera-
tion to interfaces that are likely to exercise the same privileged
browser functionality.

Next, TriChord samples 𝑘 APIs from this subsystem-specific
set and instantiates them into executable calls (lines 4–11). For
each selected API, TriChord consults the API tree to resolve pa-
rameter types, required fields, value constraints, and dependency
information, and then generates concrete arguments that satisfy
these constraints. This use of the API tree ensures that the result-
ing calls are not merely random strings, but valid extension API
invocations that can pass basic structural checks and reach deeper
browser logic.

Finally, TriChord inserts the instantiated calls into placeholder
locations in a suitable extension template (lines 12–16). The choice
between Template A and Template B depends on whether the tar-
get APIs require richer extension contexts or can be exercisedwithin
aminimal setup. The output is a set of concrete, subsystem-oriented
test extensions that are ready for execution and further orchestra-
tion during fuzzing.
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Figure 3: Two template variants used by TriChord.

3.3 Extension Templates and API Tree
To generate executable extension test cases, TriChord requires
both valid extension scaffolds and a structured representation of
the extension API surface. It therefore relies on two complemen-
tary configuration artifacts: extension templates, which provide
executable contexts, and an extension API tree, which provides the
structural information needed to instantiate valid API calls.
Templates. Browser extensions are heterogeneous packages com-
posed ofmultiple file types and execution contexts, includingHTML,
CSS, and JavaScript components. As a result, extension fuzzing
must generate not only API calls, but also executable extension
structures in which those calls can run correctly. To address this
challenge, we manually designed two reusable variants: a com-
prehensive template (Template A) and a minimal template (Tem-
plate B), as illustrated in Figure 3.

Template A includes the architectural components commonly
found inmodern extensions, including manifest.json, background
scripts, content scripts, popup pages, and options pages. This richer
structure supports APIs whose behavior depends on communica-
tion across multiple contexts, such as message passing, storage
access, and UI-triggered interactions. By preserving these compo-
nents, Template A enables fuzzing of behaviors that span multiple
execution contexts and would be missed by a minimal setup.

In contrast, Template B contains only the essential components
for extension functionality: manifest.json and background scripts.
This streamlined template targets the large portion of extension
APIs that can be exercised without auxiliary UI or content-script
contexts. Its smaller execution footprint improves fuzzing through-
put and makes it better suited for API-focused testing when richer
extension structure is unnecessary.
TemplateConstructionProcess.Wederived these templates from
Chrome extension documentation and official test samples, and
manually added the full set of permissions to their manifest.json.
At runtime, TriChord automatically selects the Manifest V2 or V3
template and inserts generated API sequences into the background
context placeholders.
API Tree. The extension API tree is the second foundation of Tri-
Chord. It provides a hierarchical and semantically enriched rep-
resentation of the extension API surface, allowing TriChord to
generate calls that respect API structure, parameter constraints,
and inter-API dependencies. TriChord automatically constructs
the API tree by parsing Chromium’s Interface Definition Language

chrome
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Figure 4: The automatically extracted extension API tree
used by TriChord.

(IDL) files and JSON specifications; API documentation and run-
time debug information are used only for the subsequent manual
refinement of grammar rules described in §4.

As shown in Figure 4, nodes in the API tree represent exten-
sion API components of different types. The root corresponds to
the global extension object (chrome), while the first-level children
correspond to namespaces such as tabs, storage, and runtime.
Each namespace node further contains method, event, and prop-
erty nodes.

Each node stores metadata used to guide test generation:
• Methodnodes store parameter types, required and optional
fields, valid value ranges, and dependency constraints. For
example, the chrome.tabs.query node records the struc-
ture and valid properties of the queryInfo object.
• Event nodes maintain listener registration patterns, call-
back signatures, and event dispatch conditions. For instance,
the chrome.runtime.onMessage node captures the expected
message format and response-handling pattern.
• Property nodes record access modes (read, write, or both)
and data types.

This structured representation enables TriChord to generate
syntactically correct and semantically meaningful API invocations
for the script generator (§4). It also helps preserve data dependen-
cies across calls and systematically exercise edge cases in parame-
ters and execution contexts during fuzzing.

3.4 Mapping APIs with Their Subsystems
Although the API tree captures the structure of the extension API
surface, it does not by itself indicate which APIs jointly exercise
the same privileged browser functionality. Effective fuzzing there-
fore requires a second layer of organization that maps APIs to the
browser subsystems they affect. We manually construct this map-
ping once; during fuzzing, TriChord automatically consumes it so
that generated tests concentrate on subsystem-relevant behaviors
rather than individual APIs in isolation.
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Table 2: API classification statistics for major subsystems.

Subsystem Number of APIs

Action 22
Alarms 15
Bookmarks 28
BrowsingData 21
ContextMenus 12
Extension 36
FontSettings 27
History 19
Notifications 10
Omnibox 17
Process 18
Runtime 74
Search 12
Sessions 16
Status 18
Storage 15
TabCapture 11
TabGroups 19
Tabs 83
WebNavigation 39
Windows 38

API Relationship Classification. TriChord adopts a method-
level classification strategy based on four types of relationships:

(1) Namespace:methods, events, and properties declared directly
under the subsystem’s namespace.

(2) Direct references: APIs that reference subsystem objects in
return values, parameters, or listener signatures according
to the API tree.

(3) Supporting methods: APIs that prepare, create, or manipu-
late the execution context required for core subsystem op-
erations.

(4) Environment and resource operators: APIs that manage re-
sources or environmental state surrounding the subsystem.

Together, these relationships let TriChord capture not only ob-
vious subsystem APIs, but also auxiliary interfaces that are often
necessary to drive deeper browser states.
Example: The tabGroups Subsystem. To illustrate the mapping
process, consider the tabGroups subsystem, which allows users to
group and manage related tabs. Its associated APIs span all four
relationship types:
• Namespace: tabGroups.* APIs provide direct operations
for creating, querying, updating, and moving tab groups, as
well as related events such as onCreated, onUpdated, and on-
Removed.
• Direct references: APIs that reference groupId, such as tab.
groupId, chrome.tabs.group, chrome.tabs.query, and
chrome.tabs.onUpdated.addListener, also participate in
tab-group behavior.
• Supporting methods: APIs such as chrome.tabs.create,
chrome.tabs.get, and chrome.tabs.duplicate create or
manipulate tabs that may later be grouped.

• Environment and resource operators: APIs such as chrome
.windows.remove and chrome.processes.terminate af-
fect the surrounding execution environment in which tab
groups exist.

This example shows that meaningful subsystem testing must in-
clude both primary interfaces and auxiliary APIs that shape sub-
system state before, during, or after core operations.
Subsystem Coverage and Classification Statistics. Applying
this strategy across the Chromium extension API surface yields a
broad set of subsystem-specific API groups. Table 2 summarizes
the resulting coverage. For example, the Tabs subsystem contains
83 relevant APIs, followed by Runtime (74), WebNavigation (39),
and Windows (38). Otherwell-covered subsystems include Bookmarks,
FontSettings, TabGroups, and Extension. This mapping gives
TriChord a principled basis for targeting complex subsystem in-
teractions and overlooked behaviors that would be difficult to ex-
pose through API-by-API fuzzing alone.

3.5 Orchestrating Testing of Extensions
The third component of TriChord orchestrates the testing work-
flow by coordinating the execution of multiple extension test cases
and simulating realistic user interactions. This design enables deeper
and more comprehensive exploration of browser extension secu-
rity boundaries compared to conventional single-extension test-
ing.
Multi-Extension Coordination. TriChord generates multiple
extension variants that operate within the same target subsystem.
Executing these variants together allows the fuzzer to exercise in-
teractions that naturally arise when extensions coexist in a real
browser environment. The coordination between extensions—such
as which events one can trigger for another—are derived from the
inter-API dependencies encoded in the API tree (§3.3). This coordi-
nation is particularly useful for exposing race conditions, ordering
bugs, and resource contention vulnerabilities, and it improves ex-
ploration in three ways:

(1) Event handling: one extension instance can register listen-
ers for browser events while another actively triggers those
events, creating realistic interleavings across extension in-
stances.

(2) Runtime communication: communication throughAPIs such
as runtime.message allows TriChord to test behaviors in-
volving inter-extension data exchange and callback-driven
execution.

(3) Shared resource concurrency: simultaneous access to shared
browser resources across isolated extensions helps uncover
concurrency bugs and edge cases that single-extension fuzzing
is unlikely to trigger.

User Interaction Simulation. Many extension-triggered behav-
iors also depend on user actions rather than API sequences alone.
Extensions expose functionality through popup interfaces, options
pages, context menus, and browser UI elements, making user inter-
action an important part of the attack surface. To capture these
behaviors, TriChord augments API fuzzing with simulation of
subsystem-relevant user actions, such as mouse clicks in desig-
nated regions, drag-and-drop operations, keyboard shortcuts, and
navigation to specific URLs. For example, when targeting the tab
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subsystem, TriChordmay click and drag tab elements in the browser
window; when targeting bookmarks, it may perform rapid and re-
peated clicks on bookmark entries. These actions help trigger UI-
dependent state transitions and event sequences that would other-
wise remain unexplored.
Orchestration. During fuzzing, each round is paired with a dedi-
cated orchestration process that combines subsystem-oriented ex-
tensions with the corresponding user-interaction schedule. This
process controls when extensions execute, when events are trig-
gered, andwhen user actions are simulated, thereby creating richer
interaction patterns inside the privileged browser process. In ef-
fect, orchestration turns individually valid extension test cases into
coordinated executions that expose deeper subsystem states and
vulnerability-triggering conditions.

4 Implementation
We implement TriChord as a Python prototype of about 4,000
lines of code. The implementation follows the three-component
design described in §3: the extension script generator, the API-to-
subsystem mapping, and the orchestration and automation.
Configuration Workflow. Before fuzzing, TriChord uses five
configuration artifacts with explicit automation boundaries. ① API
tree. For each browser version, TriChord automatically constructs
the tree by parsing Chromium’s JSON schemas and IDL files; this
step requires no manual correction. ② Templates.We manually de-
signed Templates A/B based on Chrome’s documentation and offi-
cial test samples and added the full permission set to manifest.json.
At runtime, TriChord automatically selects a template and inserts
generated API calls into its placeholders.

The extension script generator builds onDomato [19] and reuses
its variable generation and reference-tracking mechanisms to pre-
serve dependencies across API calls. ③ Grammar rules. TriChord
automatically generates approximately 600 initial rules across 45
namespaces from the API tree. Adapting these rules to new or
changed APIs requires manual refinement based on API documen-
tation and runtime debug output, particularly when discrepancies
arise between a browser release and the corresponding documenta-
tion. This refinement is repeatedwheneverwe adopt a newChromium
version. ④ Subsystem mapping. We manually categorized approxi-
mately 200APIs into 21 subsystems. Namespace and direct-reference
associations are derived automatically from the API tree, whereas
supporting-method and environment/resource associations are an-
notatedmanually. Thismanual effort covers 40 supporting-method
associations and 31 environment/resource associations. Both types
of annotation are one-time refinements that improve coverage qual-
ity but are not required for TriChord to operate. TriChord con-
sumes the resulting map automatically during test generation. ⑤

UI interactions. We manually specified the 12 interaction patterns
encoded in 13 distinct xdotool grammar rules; their selection, sched-
uling, and dispatch through xdotool [27] are fully automated.

After these one-time artifacts are configured, the approximately
500-line orchestration framework runswithout human supervision,
automating test generation, extension packaging, browser-instance
management, multi-extension execution, user-interaction sched-
uling, crash detection, and stack-signature collection. Root-cause

verification and vulnerability reporting are performed manually
after a campaign and are not part of automated fuzzing workflow.

5 Evaluation
In this section, we evaluate TriChord according to the experimen-
tal setup described in §5.1, and present results addressing three re-
search questions (RQs), detailed from §5.2 to §5.4.

5.1 Experimental Setup
RQ1: Benchmarks. To assess the effectiveness of TriChord, we
compare it against three state-of-the-art browser fuzzers: ① Do-
mato [19] (commit fadff39): a grammar-based fuzzer tailored for
DOM APIs with broad browser compatibility; ② FreeDom [45]: a
full-fledged fuzzer specializing inDOMAPI testing;③Minerva [58]:
a browser fuzzer leveraging dynamic mod-ref analysis to target
browser APIs. We evaluate all four tools on four major Chromium
versions in order to capture the impact of API evolution and the
transition from Manifest V2 to V3:

• Version 1: Publish DEPS for 85.0.4151.0 [13];
• Version 2: Publish DEPS for 93.0.4544.0 [14];
• Version 3: Publish DEPS for 114.0.5720.2 [15];
• Version 4: Publish DEPS for 137.0.7118.3 [17].

All evaluated fuzzers are generation-based and do not require
seed inputs. For RQ1, we report two primary metrics: (1) code cov-
erage on the core browser codebase (i.e., src/chrome/browser [1]),
and (2) the number of crashes and deduplicated security issues dis-
covered.
RQ2: Ablation Studies. To understand the contribution of Tri-
Chord’smajor design components, we evaluate three reduced vari-
ants: ① Basic Extension API Support: A baseline variant that ran-
domly executes extension APIs, without subsystem-oriented clus-
tering or orchestration;②NoCoordinated Extensions:Disablesmulti-
extension orchestration, restricting execution to a single active ex-
tension at a time; ③ No User Interaction Simulation: Removes all
synthetic user interaction, preventing event-driven process trig-
gers. These variants allow us to isolate the effects of subsystem-
oriented clustering,multi-extension orchestration, and user-interaction
simulation on coverage and vulnerability discovery.
RQ3: Security Study. To assess TriChord’s practical capability
to discover previously unknown vulnerabilities, we conduct a lon-
gitudinal security study spanning 2020–2025 across more than 20
Chromium versions from both stable and development channels.
This setup allows us to evaluate the framework across the evolu-
tion of extension APIs, including both Manifest V2 [21] and Mani-
fest V3 [22]. For each version, we run fuzzing campaigns for at least
7 days, configuring TriChord to target all identified subsystems
while giving additional attention to newly introduced features.
Environment Configuration. All experiments were performed
on two identical machines running 64-bit Ubuntu 20.04 LTS, each
equipped with an Intel(R) Core(TM) i5-14400 CPU and 32GB RAM.
Each fuzzing instance uses a 30-second timeout per input. For eval-
uation, we compile the target browserwith the following build con-
figuration:

• ASan build [30]: Formemory safety detection using Address-
Sanitizer;
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• Clangcov build [31]: For code coverage collection usingClang’s
source-based instrumentation, providing region, function,
and line-level execution information.

5.2 RQ1: Comparison with Existing Fuzzers
To answer RQ1, we compare TriChord with the three browser
fuzzers introduced in §5.1 across four Chromium versions. We fo-
cus on two criteria: coverage of security-critical browser code and
bug discovery effectiveness, as summarized in Figure 5 and Table 3.
Code Coverage. Figure 5 compares the code coverage achieved
by each fuzzer during a 12-hour campaign over the src/chrome/b
rowser directory.

To ensure a fair comparison across tools with different design
goals, we restrict the coverage target to shared browser-process
code. Specifically, we exclude extension-specific directories such as
src/chrome/browser/extensions and src/extensions, which
would unfairly favor TriChord, as well as renderer-centric direc-
tories such as third_party/blink, where DOM-oriented fuzzers
naturally dominate. We therefore evaluate coverage on src/chro
me/browser, which is accessible to all three baseline fuzzers and
TriChord and, architecturally, corresponds to Chromium’s privi-
leged browser process.

The results are reported using three metrics: line, region, and
function coverage. In the top row of Figure 5, TriChord consis-
tently achieves the highest line coverage across all four versions.
On average, TriChord surpasses Domato, FreeDom, and Minerva
by 30.27%, 29.80%, and 23.84%, respectively. The bottom row fur-
ther shows that TriChordmaintains a substantial advantage in re-
gion and function coverage, improving region coverage by 21.87%–
36.24% and function coverage by 14.63%–28.09% over the baselines.

This coverage advantage reflects TriChord’s design. Because it
models extension APIs as a privileged bridge into browser subsys-
tems, TriChord steers exploration toward browser-process code
that is both reachable and security-critical. In addition, coordinated
multi-extension execution and user-interaction simulation allow
TriChord to trigger deeper browser states than generic interface
fuzzers can typically reach.
Coverage Intersection.Aggregate coverage alone does not estab-
lish whether TriChord explores code that prior fuzzers already
reach, or a distinct portion of the browser process. We therefore
treat each tool’s covered lines as a set of stable path:line iden-
tifiers and report, for each baseline 𝐵 relative to TriChord’s set
𝑇 , the fraction of the baseline’s coverage subsumed by TriChord
(|𝑇∩𝐵 |/|𝐵 |) and the coverage unique to each tool (|𝑇 \𝐵 |, |𝐵\𝑇 |). Ta-
ble 4 summarizes the results on the shared browser-process scope,
excluding extension-handler code: TriChord covers 71,907 lines,
i.e., 119.4% of the combined baseline coverage (60,222 lines), sub-
suming 89.7% of the baselines’ coverage overall and 95.7%, 96.7%,
and 90.6% of each baseline individually, while adding 17,902 lines
the baselines do not reach. The baselines are not simply under-
powered tools: on the renderer-only scope (third_party/blink),
TriChord reaches 80.8% of the baselines’ joint coverage, which
includes 98,707 lines TriChord does not reach.

In the extension-handler scope (src/chrome/browser/ext
ensions and src/extensions), TriChord covers 210.2% of the
baseline union. In addition, TriChord covers 13,025 unique lines,

compared with 114 unique lines covered by all baselines combined.
The Chromium tree contains a single fuzz target in src/chrome
/browser/extensions and none in src/extensions, indicating
that this surface was previously unexplored; TriChord reaches
6,053 lines of extension-handler code that none of the baselines
exercises. We therefore characterize TriChord as subsuming the
baselines’ coverage on the shared browser-process scope while ad-
ditionally reaching previously unexplored extension-handler code.
This claim rests on the subsumption-and-complementarity rela-
tionship described above rather than on aggregate coverage alone.
Bug Detection. Table 3 reports crash counts and deduplicated
security issues from a 24-hour run. For each fuzzer, crashes are
grouped bymanually verified root cause, withmemory errors iden-
tified usingAddressSanitizer. TriChord substantially outperforms
the baselines in overall bug discovery, showing stronger and more
consistent results across the evaluated versions.

The contrast is especially clear in Version 2, where TriChord
triggers 2,919 crashes corresponding to 9 distinct security issues.
Although FreeDom discovers one additional issue in Version 4 (3
versus 2), TriChord remains clearly superior overall, both in total
issues found and in crash-triggering capability across versions.

The discovered bug types also differ markedly in severity. The
three baselines together uncover 8 security issues, all low severity,
such as null dereferences. In contrast, 4 out of 9 issues found by
TriChord are memory-corruption vulnerabilities, including use-
after-free and container-overflow bugs with potential implications
for arbitrary code execution or privilege escalation.

5.3 RQ2: Effectiveness of Major Components
To quantify the contribution of TriChord’s major design compo-
nents, we perform an ablation study using the three reduced vari-
ants introduced in §5.1. Figure 6 and Figure 7 show the coverage
and bug discovery results on Chromium version 2, respectively.
The full version of TriChord,which combinesAPI-subsystemmap-
ping, coordinated multi-extension orchestration, and user interac-
tion simulation, achieves 16.40% region coverage, 24.16% function
coverage, 19.07% line coverage, and 9 security issues.

The first variant, TriChord1, emulates conventional API fuzzing
by executing random API calls without subsystem mapping or or-
chestration. It reaches only 14.30% region coverage, 21.54% func-
tion coverage, 16.62% line coverage, and 2 security issues. This re-
sult shows that extensionAPI support alone is insufficient: without
subsystem-aware targeting, the fuzzer explores browser behavior
less effectively andmisses vulnerabilities hidden behindmore com-
plex execution states.

The second variant, TriChord2, disablesmulti-extension orches-
tration. Removing this component causes region, function, and line
coverage to drop by 10.8%, 7.4%, and 9.6%, respectively, while secu-
rity issues fall from 9 to 1. This sharp decline highlights the impor-
tance of extension coordination for exposing bugs that depend on
inter-extension interactions, ordering effects, or shared-resource
racing conditions.

The third variant, TriChord3, eliminates user interaction simu-
lation. This variant suffers the largest coverage degradation, with
reductions of 17.1% in region coverage, 13.4% in function coverage,
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Figure 5: Code coverage (including line, region, and function coverage) comparison between TriChord and baseline fuzzers
across four Chromium versions during a 12-hour fuzzing campaign.

Table 3: Number of security issues (OOM and assertion failure bugs are excluded) detected by TriChord and counterparts
within 24-hour runs. Issues are manually verified and deduplicated by root cause analysis.

Method Version 1 [13] Version 2 [14] Version 3 [15] Version 4 [17] Sum

# Crash # Issues # Crash # Issues # Crash # Issues # Crash # Issues # Issues

Domato [19] 3 1 1 1 0 0 0 0 2
FreeDom [45] 5 1 20 2 0 0 6 3 6
Minerva [58] 0 0 0 0 0 0 0 0 0
TriChord (ours) 61 3 2,919* 9 16 1 8 2 15
* The crashes in Version 2, despite their exceptionally high number (2,919), are largely duplicates and can be quickly grouped into 9 distinct security issues based on their 9
unique ASan backtrace logs. Among them, 2,807 crashes stem from four invalid-memory-access issues in extension::AppHooksDelegate and extension::ScriptContext, while 98
crashes are caused by a container-overflow issue in TabsHooksDelegate. The remaining 14 crashes belong to 4 other distinct bugs.

Table 4: Coverage intersection between TriChord and
baseline fuzzers on the shared browser-process scope
(src/chrome/browserminus extension).

Baseline |𝑇 ∩ 𝐵 | / |𝐵 | |𝑇 \ 𝐵 | |𝐵 \𝑇 |
Domato 95.7% 18,992 2,394
FreeDom 96.7% 18,791 1,805
Minerva 90.6% 18,222 5,541

𝑇 : lines covered by TriChord (71,907); 𝐵: lines covered by the baseline; three
baselines’ union𝑈 covers 60,222 lines.

and 16.0% in line coverage, and it discovers only one security is-
sue. These results demonstrate that realistic user-driven events are

essential for exercising event handlers, callback mechanisms, and
UI-dependent state transitions that remain dormant under API-
only execution. It is especially important given browsers’ heavy
reliance on event-driven programming.

Overall, despite the high crash count (2,919) in the full system
being dominated by repeated triggering of a few root causes, Tri-
Chord still identifies 4.5×, 9×, and 9× more security issues than
TriChord1, TriChord2, and TriChord3, respectively. Moreover,
8 security issues, including 5 null dereferences, 1 container-overflow,
and 2 heap-use-after-free bugs, are found only by the full system.
No reduced variant is able to recover this set of findings on its own.

Taken together, these findings demonstrate that TriChord’s
three components are complementary rather than interchangeable.
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Figure 6: Coverage results of ablation variants over version 2
for a 24-hour run.
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Figure 7: Bug discovery results of ablation variants over ver-
sion 2 for a 24-hour run.

API-subsystem mapping directs exploration toward relevant privi-
leged functionality, multi-extension orchestration creates realistic
interaction states, and user interaction simulation activates event-
driven execution paths. Their combination is what enables Tri-
Chord to probe deeply into browser subsystems and uncover vul-
nerabilities that simpler variants consistently miss.

5.4 RQ3: Discovery of 0-Day Vulnerabilities
To evaluate TriChord’s ability to discover previously unknown
vulnerabilities, we conducted long-running fuzzing campaigns across
more than 20 Chromium versions released between 2020 and 2025.
Table 5 summarizes the 28 previously unknown bugs uncovered
by TriChord, all of which we manually verified before report-
ing. These findings span multiple browser components and exten-
sion interfaces and cover diverse memory-safety failures, includ-
ing heap-use-after-free, heap-buffer-overflow, use-after-poison, null
dereference, and container-overflow. The final impact assessment
and disclosure status were determined solely by the Chrome se-
curity team. Among the 28 reported bugs, 10 were confirmed by

Google2, 8 were assignedCVE identifiers, and the disclosures yielded
$73,000 in bug bounty rewards. Five of the confirmed bugs were
classified by Google as high-impact vulnerabilities and later re-
ceived CVSS 3.x [36] scores of 9.6, 8.8, 8.8, 8.8, and 8.8 from the
National Vulnerability Database [37].
Importance of Orchestration. The “Orch.” column in Table 5 in-
dicates whether each bug’s discovery depends on multi-extension
coordination (M), user interaction simulation (U), or both (M+U),
as described in §3.5. Of the 28 bugs, 19 require at least one orches-
tration capability to trigger: 5 depend onmulti-extension coordina-
tion alone, 3 on user interaction simulation alone, and 11 on both.
A clear temporal trend emerges: bugs found in early Chromium
versions (83–90) are predominantly triggered by basic extension
fuzzing or user interaction simulation alone, whereas bugs in later
versions (93+, 114+, 137+, 142+) increasingly requiremulti-extension
coordination or the combination of both mechanisms. This trend
suggests that as Chromium’s extension infrastructure matures and
simpler vulnerabilities are patched, the remaining bugs reside in
deeper interaction states that can only be reached through coordi-
nated multi-extension execution and realistic user-driven events.
These results reinforce the ablation findings in §5.3 and confirm
that orchestrating the fuzzing process becomes increasingly essen-
tial for exposing security bugs in modern browser extension im-
plementations.
Covering Both Mature and Recent Chromium Versions. An
important observation is that TriChord’s effectiveness persists
across both older and more recent Chromium releases. Despite
substantial changes in Chrome’s extension ecosystem and secu-
rity mechanisms over time, TriChord continues to uncover new
vulnerabilities rather than merely reproducing bugs from legacy
versions. In particular, 3 of the 10 confirmed bugs were found in
2025-era Chromium builds, specifically versions 137.0.7122.0 and
142.0.7391.0, as shown in Table 5. Moreover, the vulnerability listed
as ID-1 in Table 5 was the first significant extension API vulnera-
bility identified in this line of work, earning an additional bounty
from Google’s security team. Together, these results show that ex-
tension API implementations remain a meaningful source of secu-
rity risk even in mature and continuously hardened browser ver-
sions.

We next present two case studies that illustrate how TriChord
exposes vulnerabilities that are difficult to trigger with conven-
tional browser fuzzing techniques.
Case Study 1: (ID 1 in Table 5) is a high-severity heap-use-after-
free vulnerability (CVSS 3.x score 9.6, bounty $20,000) in Chromium’s
TabStripModel::FixOpeners function, responsible for maintain-
ing opener relationships between browser tabs. Figure 8 shows the
proof-of-concept (PoC) code generated by TriChord that triggers
this vulnerability. The issue arises when a sequence of tab oper-
ations creates inconsistent opener references, eventually causing
the browser to dereference freed objects. Although extensions can-
not directly manipulate the underlying opener references main-
tained by the browser, they can indirectly corrupt this state through
a carefully chosen sequence of chrome.tabs.create(), chrome

2The remaining issues had limited impact (e.g., null dereference), were duplicates of
other reports, or had already been fixed internally; see Table 5.
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Table 5: Previously unknown security bugs detected by TriChord and verified by us. The final impact assessment and status
were determined solely by the Chrome security team based on their bug bounty rules (“None” indicates no bounty).

ID Version Bug Type Bug Location Impact Orch.† Status Bounty (USD)

1 83.0.4103.116 heap-use-after-free extensions::GetTabIdForExtensions High – Confirmed 20,000
2 84.0.4147.125 heap-use-after-free task_manager::WorkerTaskProvider Medium U Confirmed 5,000
3 84.0.4147.89 heap-use-after-free TabStrip::CloseTab High U Duplicate None
4 85.0.4151.0 null dereference ExtensionAction::ParseIconFromCanvasDictionary Crash M None None
5 85.0.4151.0 null dereference extensions::ProcessesGetProcessInfoFunction Crash – None None
6 86.0.4203.0 heap-use-after-free cc::ThroughputUkmReporter::ReportThroughputUkm Bug – Duplicate None
7 88.0.4324.146 heap-buffer-overflow TabStripModel::MoveWebContentsAtImpl High – Confirmed 10,000
8 88.0.4324.146 null dereference task_manager::PerProfileWorkerTaskTracker Crash – None None
9 88.0.4324.146 container-overflow gfx::JPEGCodec::Decode Crash M None None
10 88.0.4324.146 null dereference extensions::WebrtcLoggingPrivateFunction::RphFromRequest Crash – None None
11 90.0.4430.72 use-after-poison NetworkStateNotifier::NotifyObservers Medium U Confirmed 5,000
12 93.0.4577.63 heap-buffer-overflow TabStripModel::IsTabBlocked Medium M Confirmed 10,000
13 93.0.4544.0 null dereference extensions::AppHooksDelegate::GetDetails Crash M+U None None
14 93.0.4544.0 null dereference extensions::AppHooksDelegate::GetIsInstalled Crash M+U None None
15 93.0.4544.0 null dereference extensions::AppHooksDelegate::GetRunningState Crash M+U None None
16 93.0.4544.0 null dereference extensions::ScriptContext::GetRenderFrame Crash M+U None None
17 93.0.4544.0 null dereference blink::SVGImage::RootElement Crash – None None
18 93.0.4544.0 container-overflow extensions::TabsHooksDelegate::HandleSendMessage Crash M+U None None
19 93.0.4544.0 heap-use-after-free extensions::ResourceBundleSourceMap::GetSource Crash M+U Fixed None
20 93.0.4544.0 heap-use-after-free Cr_z_inflate Crash M+U Fixed None
21 93.0.4544.0 null dereference GetBindingsSystem Crash M+U None None
22 92.0.4515.107 heap-use-after-free task_manager::TaskManagerImpl::Refresh High – Confirmed 15,000
23 95.0.4638.32 use-after-poison blink::WorkerMainScriptLoader High M Confirmed 3,000
24 114.0.5679.1 null dereference blink::LayoutObject::IsDescendantOf Crash M+U None None
25 137.0.7122.0 heap-use-after-free ExtensionService Low M+U Confirmed None
26 137.0.7122.0 dangling-pointer-instantiation extensions::UnpackedInstaller Crash M+U Fixed None
27 142.0.7391.0 heap-buffer-overflow viz::SoftwareRenderer Medium M Confirmed 3,000
28 142.0.7391.0 use-after-poison extensions::UnloadExtension High – Confirmed 2,000

† Orchestration dependency: M = Multi-Extension Coordination, U = User Interaction Simulation, M+U = Both, – = Neither (basic extension alone).

1 async function main(){
2 chrome.tabs.getCurrent(function(var_tab_1){
3 chrome.tabs.create ({}, function(var_tab_2){
4 chrome.tabs.update(
5 var_tab_1.id,
6 {openerTabId:var_tab_2.id})
7 chrome.tabs.update(
8 var_tab_2.id,
9 {openerTabId:var_tab_1.id})
10 chrome.tabs.move(
11 var_tab_1.id,
12 {index :2})
13 chrome.tabs.discard(
14 var_tab_2.id)
15 })
16 })
17 }
18 main();

Figure 8: Case 1’s PoC generated by TriChord.

.tabs.update(), chrome.tabs.move(), and chrome.tabs.disc
ard() operations.

Because the vulnerable state depends on privileged browserman-
aged tab relationships, neither standard Web APIs nor naive man-
ual testing can directly steer execution toward this condition. This
case therefore highlights TriChord’s ability to reach privileged
browser-process states through carefully orchestrated extension
API sequences.
Case Study 2: (ID 2 in Table 5) is a heap-use-after-free vulner-
ability in task_manager::WorkerTaskProvider. Triggering this
vulnerability requires a precise cross-phase execution sequence:

1 async function main(){
2 await chrome.processes.getProcessInfo(
3 [],true ,function(processes){})
4 }
5 main();

(a) The JS PoC code.

1 #!/bin/bash
2 xdotool search --name "chrome" windowactivate &
3 xdotool mousemove <close_button_x > <close_button_y >
4 xdotool click 1

(b) The shell PoC code.

Figure 9: Case 2’s PoC discovered by TriChord.

the JavaScript PoC first invokes the relevant API calls, after which
a shell script triggers browser shutdown to expose accesses to al-
ready destroyed objects. Figure 9 illustrates this two-part PoC. The
JavaScript component (Figure 9(a)) calls chrome.processes.g
etProcessInfo() with empty filter criteria and a callback, initi-
ating a query to the browser’s task management subsystem. The
shell script (Figure 9(b)) uses xdotool to simulate user interaction
and programmatically trigger browser shutdown by activating the
Chrome window and clicking the close button.

The root cause of this use-after-free is a lifecycle ordering bug:
WorkerTaskProvider (part of TaskManager) outlives the Prof
ileManager, so during browser shutdown the ProfileManager
is destroyed first and WorkerTaskProvider is destroyed later. Its
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destructor then attempts to unregister a ScopedObserver from an
already-destroyed ProfileManager, resulting in a use-after-free.

This case demonstrates the value of TriChord’s user-interaction
simulation, which allowsAPI-driven execution to be combinedwith
browser lifecycle events such as shutdown. Conventional fuzzers
typically emphasize API invocation in isolation and therefore miss
state transitions triggered by user actions or teardown logic. More
broadly, the case highlightswhy realistic user interaction and lifecycle-
aware orchestration are essential for specialized security testing of
privileged extension APIs.

6 Cross-Browser Evaluation and Discussion
Having demonstrated TriChord’s effectiveness on Chromium, we
next examine its cross-browser generality and broader practical im-
plications. We first report the completed Firefox port and its eval-
uation results, then distill lessons for browser vendors, and finally
discuss the framework’s limitations and future directions.

6.1 Firefox Port and Evaluation
Completed Firefox Port. We completed a Firefox implementa-
tion of the full fuzzing pipeline used in our Chromium study: subsystem-
orientedAPI generation, coordinated execution of 2–10 extensions,
user-interaction simulation, browser-instancemanagement, and crash
collection. The browser-specific changes comprise four parts. First,
we adapted the generated calls from the chrome.* namespace and
callback-based idioms to Firefox’s browser.* namespace and Promise-
based APIs. Second, we constructed Firefox-compatible template
and manifest. Third, because Firefox has no single-flag equivalent
of Chromium’s –load-extension, we implementedmulti-extension
loading by installing each generated extension into a dedicated
Firefox profile. Finally, we regenerated the API grammar from Fire-
fox’s shipped schemas, removedChrome-only interfaces, and added
Firefox-specific interfaces. These changes preserve all runtime com-
ponents of TriChord’s Chromium pipeline.
EvaluationResults.WeevaluatedMozilla’s ASan-enabled nightly
builds for five Firefox versions (87.0a1, 92.0a1, 137.0a1, 141.0a1, and
155.0a1), spanning five years of development. Using the same or-
chestration strategy as in our Chromium experiments, we fuzzed
each version for 48 hours, for a total of 240 hours. TriChord pro-
duced nine distinct failure signatures (Table 6): one heap-use-after-
free and one out-of-bounds read reported by ASan, five null deref-
erence crashes, one assertion failure, and one MOZ_CRASH failure.
Cross-BrowserDesign Implications.The Firefox port yields two
implications. ① TriChord’s high-level testing strategy transfers
across WebExtensions implementations: subsystem-oriented gen-
eration,multi-extension coordination, and user simulation required
no conceptual redesign. The concrete API schemas, templates, asyn-
chronous calling conventions, extension-loading mechanisms, and
UI targets nevertheless remain browser-specific configuration ar-
tifacts. ② A shared WebExtensions API does not imply identical
native-code reachability. The Firefox failure stacks show extension
calls crossing its privileged JavaScript dispatch layer (toolkit/co
mponents/extensions/ext-*.js) into native networking, graph-
ics, DOM, and document-loading components. The UAF and out-
of-bounds findings demonstrate that this JavaScript layer does not

eliminate native memory-safety exposure, while the different fail-
ure locations show that an equivalent API surface can exercise dif-
ferent implementation boundaries. The resulting design lesson is
that cross-browser extension fuzzers can reuse orchestration logic,
but must derive browser-specific API models and track which na-
tive subsystems each implementation actually reaches.

6.2 Lessons for Browser Vendors
Our results yield two concrete lessons for browser vendors.
Harden lifecycle management across asynchronous exten-
sion events. Extension API calls often complete asynchronously.
While a callback is pending, the extension may be uninstalled, its
worker terminated, its tab or window closed, or the browser shut
down, leaving the handler to dereference a stale object or execute
in a destroyed context. This pattern underlies IDs 1, 2, and 28 in Ta-
ble 5. Our Firefox evaluation (§6.1) exhibits the same class of failure
under a different architecture, where pending Promise runnables
are destroyed during shutdown, suggesting a broader design con-
cern across browser architectures.
Test coordinated state transitions, not only individual APIs.
Most findings require more than a single invocation of one API: 19
of the 28 bugs we found depend on multi-extension coordination,
user interaction, or both. Vendors should incorporate minimized
PoCs into regression tests that exercise these coordinated states—
e.g., concurrent extensions, install/unload/close interleavings, and
user-initiated events—rather than test each handler in isolation.

6.3 Limitations and Future Directions
SupportingEvolving Subsystems.Browser extension ecosystems
continue to change, and any practical testing frameworkmust evolve
with them. To support this, the extension API generation rules
we developed (building on Domato) are publicly available and de-
signed for extension as new APIs and subsystems emerge. Our
template-based workflow is decoupled from API generation, mak-
ing it easier to update execution contexts, permissions, and invoca-
tion patternswithout redesigning the full framework.More broadly,
TriChord’s modular architecture allows individual components
to be refined or replaced as browser internals and extension capa-
bilities evolve, helping preserve long-term testing relevance.
DetectingMore ComplexVulnerabilities. TriChord currently
focuses on vulnerabilities that can be triggered through interac-
tions among 2 to 10 extensions within a 30-second observation
window. This scope is intentional. First, it prioritizes vulnerabili-
ties with relatively low attack complexity and high temporal relia-
bility, i.e., issues that present the most immediate threats. Second,
increasing the number of concurrent extensions or substantially
extending the observation window would raise orchestration com-
plexity, computational cost, and overall fuzzing time.

Even so, this design does not bound the broader research space.
Future work could explore larger groups of interacting extensions,
longer-lived event chains, and vulnerabilities that emerge only af-
ter delayed cleanup, shutdown, or rare background execution con-
ditions. Such extensions would complement the current system by
targeting deeper and less frequent failure modes that lie beyond
the present efficiency-oriented configuration.
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Table 6: Distinct failure signatures observed by TriChord in ASan-enabled Firefox builds.

ID Version Failure Type Location

F1 87.0a1 heap-use-after-free nsTArray::IsAutoArray via AutoIPCStream
F2 87.0a1 null dereference XPCOM shutdown
F3 87.0a1 null dereference NS_CycleCollectorSuspect3
F4 87.0a1 null dereference XRE_InitChildProcess
F5 87.0a1 null dereference js::ContextChecks::check
F6 92.0a1 out-of-bounds read mozilla::gl::GLContext::MakeCurrent
F7 137.0a1 assertion failure OpenWindowInternal
F8 141.0a1 null dereference DocumentLoadListener::Open
F9 155.0a1 MOZ_CRASH CustomElementRegistry::RunCustomElementCreationCallback

7 Related Work
Research most closely related to our work comes from two direc-
tions: browser extension security and browser fuzzing. The former
primarily studies malicious or vulnerable extensions themselves,
while the latter focuses on testingweb-facing browser components.
Neither line of work directly addresses specialized security testing
of the browser-side implementation of privileged extension APIs.

7.1 Browser Extension Security
Prior work on browser extension security mainly falls into three
categories. First, a large body of work studies malicious, abusive,
or privacy-invasive extensions. Representative examples include
large-scale analyses of malicious extensions in the Chrome Web
Store [26], update-based threat detection [39], HiddenMarkovModel-
based detection of malicious or vulnerable behavior [42], security-
header tampering by extensions [2], andmore recent learning-based
detection and mitigation techniques [41, 61]. Related work also
highlights major privacy risks, including automated content ex-
traction [53], inconsistencies between declared and actual data prac-
tices [6], and browser-extension fingerprinting attacks [3, 28, 43,
44]. These studies are important for understanding extension be-
havior in the wild, but they primarily analyze what extensions do,
rather than how the browser implements the privileged APIs that
extensions invoke.

Second, prior work has examined architectural weaknesses in
extension systems and vulnerabilities inside extensions themselves.
Carlini et al. [7] provided an early analysis of Chrome’s extension
architecture, revealing weaknesses in the permission model and
privilege separation. Kim and Lee [29] found dozens of extension
vulnerabilities enabling privilege escalation, UXSS, and credential
theft, while Yu et al. [56] proposed CoCo for extension vulnera-
bility detection via coverage-guided concurrent abstract interpre-
tation. Again, the main focus of these efforts is extension logic,
permissions, and extension-side attack surfaces, rather than flaws
in the browser-side implementation of privileged extension APIs.

Third, work that comes closest to API-level security remains
limited. Moreno et al. [35] studied abuse of browser-facing func-
tionality through the Chrome DevTools Protocol [23], but their
goal was to analyze API misuse in developer-oriented interfaces
rather than implementation vulnerabilities in extension API han-
dlers inside the privileged browser process. As a result, the security

of extension-to-browser interactions through privileged extension
APIs remains largely unexplored.

7.2 Browser Fuzzing Techniques
Browser fuzzing has made substantial progress on web APIs and
other browser components. For general browser API fuzzing, Do-
mato [19], FreeDom [55], and Minerva [60] demonstrate the effec-
tiveness of structured generation, full-stack browser exploration,
and targeted browser-API analysis. Tacoma [51] further increases
the fuzzing coverage of complex browser functionality through
fine-grained semantic alignment.

Other work has specialized in individual browser subsystems.
For JavaScript engines, Fuzzilli [25] uses grammar-aware program
generation, DUMPLING [50] enables differential testing through
fine-grained transformations, Favocado [18] targets the binding
layer between JavaScript engines and native components, and Xu
et al. [54] propose a graph-based intermediate representation for
coverage-guided exploration. ForWebAssembly and graphics-related
components, Waltzz [59], RGFuzz [40], and DarthShader [4] show
the benefits of domain-specific testing for specialized runtimes and
shader compilers.

The distinction relevant to our setting is the browser state be-
ing constructed. The evaluated browser fuzzers generate web- or
renderer-facing inputs, and binding-layer fuzzers such as Favocado
invoke native interfaces from JavaScript contexts, but they do not
install and coordinate multiple isolated extensions together with
browser-UI events to mutate shared state in privileged subsystems.
Reaching that state requires an extension-oriented workflow that
combines subsystem-related calls across namespaces and actors.

Existing Chromium extension tests [47] exercise some of this
functionality for correctness and regression prevention, but are not
vulnerability-oriented fuzzing systems. TriChord addresses the
resulting gap through subsystem-oriented state construction and
coordinated extension–browser orchestration; the ablation results
further show that removing multi-extension coordination or user
interaction reduces the nine discovered issues to two (§5.3).

8 Conclusion
This paper identifies and systematically investigates an under-explored
browser attack surface: the browser-side implementation of privi-
leged extensionAPIs. To test this interface, we presented TriChord,
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which combines subsystem-guided state construction with multi-
extension and user-event orchestration to exercise privileged browser
states that the evaluated browser fuzzers do not instantiate.

Acrossmultiple Chromiumversions, TriChord subsumed 89.7%
of the baselines’ combined coverage on shared browser-process
code, reached 6,053 extension-handler lines absent from all base-
lines, and demonstrated consistently stronger vulnerability discov-
ery performance. The ablation results further confirmed that coor-
dinated extensions and user interaction are important for reach-
ing the vulnerability-triggering states exposed by the full system.
In real-world security testing, TriChord uncovered 28 previously
unknown bugs, 10 of which were confirmed by Google, leading
to 8 CVE assignments and $73,000 in bug bounty rewards. These
findings include high-severity vulnerabilities with the potential to
enable privilege escalation or contribute to sandbox escape.
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Open Science
To promote reproducibility and advance browser security research,
we make the artifacts of our study publicly available. The Tri-
Chord source code, including extension templates, API mapping
results, and generation scripts, is provided at https://github.com/A
IS2Lab/Trichord to ensure that our work is accessible and reusable
by the broader security research community.

Ethical Considerations
In this section, we clarify the potential ethical considerations asso-
ciated with this research. When conducting this research, we took
several ethical precautions to ensure that our work posed no risk
to real-world systems, individuals, or intellectual property. The fol-
lowing paragraphs detail our approach to responsible disclosure,
testing environments, potential misuse, and data collection.
Responsible disclosure: Throughout our research, we followed
a careful vulnerability assessment and disclosure process. For each
security issue discovered in Chromium, we first evaluated its prac-
tical impact and reproducibility. Crashes resulting only in non-exploitable
conditions (such as simple null pointer dereferences) or those with
inconsistent reproduction pathswere excluded fromdisclosure. Our
reporting efforts focused exclusively on issues with genuine se-
curity implications. Vulnerabilities were promptly reported to the
Chrome security team through official channels, accompanied by
detailed technical information to facilitate reproduction and reme-
diation. We kept or will keep all discovered issues confidential un-
til patches were released or until the standard 90-day disclosure
window had passed.
Testing environments:All of our experiments were conducted in
isolated environments that did not interactwith real-world browser
instances or user data. We performed our testing exclusively on
local installations of Chromium, ensuring that no production envi-
ronments or regular users were affected by our fuzzing activities.
The bugs we discovered only occurred in our controlled testing
setup.
Risks of misuse: While TriChord may be misused to discover
vulnerabilities for malicious purposes, such misuse would require
significant technical expertise and resources. Furthermore, the de-
tailed methodology and implementation information we provide
are intended to support security researchers and browser develop-
ers seeking to improve their testing practices. We believe that the
security benefits of our research substantially outweigh the poten-
tial risks of misuse.
Data collection: Our research did not involve any human sub-
jects or personal data. All data collected and analyzed in this study
was sourced exclusively from public Chromium repositories, bug
tracking systems, and our own fuzzing results. No personally iden-
tifiable information was processed at any stage of our research.
Intellectual property: All tools and software, both open-source
and commercial, used in this study were utilized in full compliance
with their respective licenses.We have properly cited and acknowl-
edged all existing works that contributed to our research.
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